
 

 

 

Terms and Conditions – PKI SERVICES 

ACCEPTANCE OF THIS TERMS AND CONDITIONS WILL CONSTITUTE A BINDING 

CONTRACT ON SUBSCRIBERS (EITHER PAID OR UNPAID), HEREINAFTER ‘SUBSCRIBER 

AGREEMENT’ AND GOVERNS USE OF AND ACCESS TO THE SERVICES (INCLUDING 

TRIAL VERSION(S)) BY SUBSCRIBERS, AGENTS AND END-USERS.  

You must read these Terms and Conditions before applying for, accepting, or using a digital certificate 

from RVL CA. If you do not agree to the Terms and Conditions, do not apply for, accept, or use the digital 

certificate. 

This subscriber agreement will become effective on submission of the certificate application to the RVL 

Certifying Authority (RVL CA). By submitting a certificate application subscriber request RVL CA to issue a 

digital certificate and express the agreement to the Terms & Conditions of this subscriber agreement. The 

RVL CA certification services are governed by the RVL CA Certification Practice Statement (CPS) that may 

be modified from time to time and be incorporated by reference into this subscriber agreement. 

RVL digital certification services are governed by RVL Certifying Authority trust network Certification 

Practice Statement (the "RVL CA CPS") may be accessed on the internet at 

https://reliefvalidation.com.bd/privacy-policy. For subscriber convenience a quick summary of the 

Certification Practice Statement is set out below. User must agree to use the digital certificate and any 

related RVL CA PKI services only in accordance with the CPS and relevant laws, rules and regulations. 

Subscriber confirmed that the information is accurate, current and complete. User consent to third party, 

independent verification of the provided information. Should there be any material changes in the 

information provided in user application after a digital certificate has been issued to the subscriber, the 

certificate will be rendered invalid and subscriber will have to apply for a new certificate. Subscriber shall 

not send any data in encrypted format that may directly or indirectly compromise the nation's security 

and interest. Subscriber agrees and acknowledges that RVL CA has the authority and power to revoke the 

digital certificate issued to user if at any point it is determined that the information provided is incomplete 

or incorrect. Subscriber shall submit user private key (s) to RVL CA or CCA on their direction of any 

competent authority under various laws and acts including the Information and Communication 

Technology Act 2006, because of a dispute arising due to the issue of a digital certificate issued by RVL CA 

and used for encryption of any material. As stated in the RVL CA CPS, RVL Certifying Authority or 

designated partner for whom sub-CA has been created or Registration Authority (i.e., RVL CA/RA) provides 

limited warranties, disclaims all other warranties, including warranties of merchant ability or fitness for a 

particular purpose, limits liability, and excludes all liability for incidental, consequential, and punitive 

damages as stated in the RVL CA CPS. 

User demonstrates their knowledge and acceptance of the terms of this subscriber agreement and the 

RVL CA CPS and the documents referred to in the RVL CA CPS by either (i) submitting an application for a 

digital certificate to RVL Certifying Authority or designated partner for whom sub-CA has been created or 

registration authority, or (ii) using the digital certificate. Please note that the scope of this agreement is 

limited to the issue of digital certificate and will not apply in any manner to the contractual terms and 
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conditions that maybe entered into between subscriber and the relying party. All claims, contractual or 

otherwise, resulting from or connected to the dealings or transactions shall be entirely between 

subscriber and the relying party. By applying for a digital certificate, using the form overleaf through online 

and confirm that user have read the Certification Practice Statement and agree to all its terms. Quick 

summary of important CPS rights and obligations: please see the text of the CPS for details. This summary 

is incomplete. Many other important issues are discussed in the CPS. 

1. RVL CA Certification Practice Statement controls the provision and use of RVL New Media Certifying 

Authority’s (RVL CA) digital certification services – including Digital Certificate application, application 

validation, Digital Certificate issuance, acceptance, use, suspension, activation and revocation of a Digital 

Certificate. 

2. The User/Subscriber acknowledge that the RVL CA has provided the sufficient information to become 

familiar with digital signatures and certificates before applying for, using, and relying upon a certificate. 

3. RVL CA assumes that the subscriber will make himself/herself aware of the subscriber representations 

and warranties, Section 9.6.3 of RVL CA CPS prior to applying for a Digital Certificate. 

4. RVL CA offers different Classes and types of Digital Certificates under the RVL CA Trust Network. The 

Subscriber must decide which Class and Type of Digital Certificates suit their need. 

5. Before submitting a Digital Certificate application, the subscriber must, except while requesting for an 

Encryption Certificate, generate a key pair (Public Key and Private Key) in a secure medium and shall take 

reasonable care to retain the control of Private key corresponding to Public Key (including Encryption Key 

pair) and takes all steps to prevent its disclosure to a person not authorized to affix the Digital Signature 

of the Subscriber. 

6. The subscriber must accept a Digital Certificate before communicating it to others, or otherwise 

invoking use of it. By accepting a Digital Certificate, the applicant makes certain important representations 

as described in subscriber representations and warranties, Section 9.6.3 of RVL CA CPS. 

7. If the subscriber recipient of a digital signature or certificate, subscriber is responsible for deciding 

whether to rely on it. Before doing so, the RVL CA recommends that subscriber use the certificate to verify 

that the digital signature was created during the operational period of the certificate by the private key 

corresponding to the public key listed in the certificate, and that the message associated with the digital 

signature not been altered. 

8. Subscriber are agreeing to notify the RVL CA upon compromise of their private key. 

9. The Certification Practice Statement provides various warranties and promises made by the RVL CA. 

Otherwise, warranties are disclaimed, and liability is limited by the RVL CA. 

10. The Certification Practice Statement contains various miscellaneous provisions, requires compliance 

with applicable regulation. 

 

 By applying for a digital certificate, I/we hereby confirm that I/we read the certificate practice 

statement and agree to all its terms and conditions. 


